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3.6

Z# HEE signature policy
AERRIFEFERN BN, TUESELAXERNEFITRE-THTEEETRE.

4 SRERE
T A 45 RE 15 E T AR AR -
CA TATEHL# (Certification Authority)

CRL IF 45 #8531 F2 (Certificate Revocation List)

ES

B T2 4 (Electronic Signature)

BES H A i F & 4 (Basis Electronic Signature)

ES-A IR IF R IE R B T8 4% (ES with Archive Validation Data)
ES-C WEeRIFHIEN S T2 4 (ES with Complete Validation Data)
ES-T ¥ i (6] BE i 725 4% (ES with Timestamp)

ESX o B IF $ iR B L F 2 4 (ES with Extended Validation Data)
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RA

L4 (Registration Authority)

TSA B A B HL# (Time Stamp Authority)
TSP {5 R & 3t #F (Trusted Service Provider)
CMS I B IEE (Cryptographic Message Syntax)

ESS 1888 % 4> iR 55 (Enhanced Security Services)
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by
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5.2.1

EaE. EHRERKBUBEMTEANIR BELEEAHEHBANBRAETRFES
AR T BN SES BB —FRE.
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MEEAEFMRIFERZEAR, NFEEBFHEZHTHR. S EEMEMBRTEEBE . FL

TRk,
ESCELZTUENPREANEL AR HLTHFETE 3 &4,
a) fPIREEE TR S 2 HENIES T A B3 ATRES . R E M CRL L& ES-C 1] fE$# £
f OCSP 2] ;
b) HZFEANENEBHAREZSN. & LS MEBEHMNE 2T RZR B,
¢) 7 ESCRIEmM I &M EREER EhEH{IRETEN.
MRS OABE, MEEFRERME ESXOBEFES.
MREZFEDAKE MELEFFEREES XL RFESXZHTEE.
MBEEFOABE  MESTFRERIEESASTES.

6 BTEEMBEER

6.1 EXFB|HEKX
AR P BARE R GRS W SR A GB/T 16262, 1—2006 MLER ASN. 1 KRR, FEFHH
BERE R X 1L RFC2630 B XS5 8 iE s (CMS) # RFC2634 HE LR E 2R (ESS) N
FHuk, F RFC2630 #1 RFC2634 h 8 XHEEEH I ARSI AB S H EEE L,
6.1.1 MKiBEHEENE
BT84 B BRIE 45 I RFC2630 9 E 3L,
6.1.2 ¥iEfmEkn
HPELPHEENAERENEEEWMERN RFC2630,
6.1.3 ZEEZBBEABTER
BFEL P HELKIERFRRMNE LS WRER K RFC2630.
HATHESZRITEFESERBERS L EA ARG RIE, SFAED T, 84 i 35 8 4 (Signed
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Attribute) R 2 FHWE FIEIEBRAREE. S4B R ENE L RFC2634,

6. 1.

6. 1.

1 ERBIERT

B AL A S A BUR R B MBS MM ERER T 754 RFC2630 WALE S, ERE R LT 3 &
a) MRAESHEEN 3;

b) ATELAHMNEAFIEFHRAALTES;

o FXBEFLABLE - TELEEFE.

5 HEBENTEBRRD

PRSP ERREASE SR BELEHRERI RFC2630. KPP & 7R & LMEXR

4 RFC2630 F —B, AN R ERFEFBRELH-TELEERFE.

6. 1.

6 BRESEAR
BTELATHELEEFIELMNIERESEHNAERN RFC2630. BMEZENEEBA—-1T24

HEBRUNBRSHRR, HFE TR TELAENFL, EMELEHEA-TEXEFEERNE
7 E L RS

B EGEBEMPEFERING LMERE RFC2630 HlH , EHELBETHACELUTREME.
a) PHFHER,

by HERHE,;
o) BAETE;
d) FBEEZIEF;

e) EHLKBIRIA.
HEBHENITERE . HELSAMWARMEN RFC2630 PHMEXHME. HEESWBRIERER

T RFC2630 H#HLER A BN E LT ER

A~

ATRIESAMERENAHORELESM T ESS HFE M HANE L ISR ERRE

.7 RFC2630 5| AMBHE BT

ERFHFBENE FEEF, FHILF RFC2630 P EXMBRHELF S E A HTE —F L.

a) PN AEE M (content-type attribute) , HiEHZMIE XL RFC2630;

by B .E}ﬁ%)ﬁ‘ﬁ(messagevdigest attribute) , HiE 4o X W RFC2630;

¢ % &0 [A & ¥ (signing-time attribute) , HiF B E M2 L W RFC2630, 8+ i B (6] {5 L 2
EXREFHOCEERE L LB E], 247 h B 3 [a]#8 R Bl Generalized Time 283,

.8 WEANERIEEREE
1.8.1 ZFRITIFBEHEEFRE

FEARENBTEENESLEBEPLGETEWN I TESEAESREPH - TAEREE—
HFERRIE R . S AR08 B SHA- B4l ESS % 45 3F 13 )& £ , 24 {8 F ot e 8 o6 20T S

i A 2 IR .

6.1.8.2 ESSERZIELRERM

ESS &4 3F Hid B s 45 M X FEOR W RFC2634. KBS XAMAHER T RFC2634 hill

R B LLS A U R LT LA

a) ESSHELTFHEMLFARFEESAREE. MEAEIE. ATRIESZMWIEBHRRLHACE
EEREES.

b ATFRIELEMIEBHX M ESS £ H RS ESSCentlD TR HB I EE
issureSerial £ Bt, T H issureSerial F BN AR % 5 Signerlnfo A B issuerAndSerialNumber
FEAAFMNF. EEARTESET , NEHENEHNRIEESHIEES LR F B P8 MM

HNERE L UA—MAERELA TN,
11
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6.1.8.3 EKftEZRiEEmE
BREH G S ESS B BBEAHR, B EEE T LI EREBEIE SHA-l WA THEH. X
ESSZERUEBRBEMERAERFFEATZRE.
B X B AR H AT (OID, Object Identifier) #17F «
id-aa-ets-otherSigCert OBJECT IDENTIFIER :: = { iso(1) member-body (2) us(840) rsadsi
€113549) pkes(1) pkes9(9)smime(16) id-aa(2) 19 }
%8 ¥ (OtherSigningCertificate) & P45 H ASN. 1 iR F :
OtherSigningCertificate ;= SEQUENCE {
certs SEQUENCE OF OtherCertID,
}
OtherCertID .= SEQUENCE {
otherCertHash OtherHash,
issuerSerial IssuerSerial OPTIONAL }
OtherHash ;= CHOICE {
shalHash QOtherHashValue, - EFEA S —7 SHA-1 4R EHE
otherHash OtherHashAlgAndValue}
OtherHashValue 1= OCTET STRING
OtherHashAlgAndValue [ .= SEQUENCE {
hashAlgorithm AlgorithmlIdentifier,
hashValue OtherHashValue }
6.1.9 HiEHERE
AR EE SR A2 ¥ B (SignedData) F S FAE— TS A MEEMSH. XASIHTRI S i
PRt R, B R ESS L4 NAREMBAMEEER NS L. SFEHEMEL T EHBIE -TEH
AL ST ELAMEEERNPHES. EERuF AR A EXABE. S8 REIE NN
XA -
id-aa-ets-sigPolicyld OBJECT IDENTIFIER :: = { iso (1) member-body (2) us (840) rsadsi
(113549) pkes(1) pkes92(9)smime(16) id-aa(2) 15 }
FOIB BN ASNL 18N,
Signature-policy-identifier attribute values have ASN. 1 type SignaturePolicyldentifier.
SignaturePolicyldentifier .= CHOICE{
SignaturePolicyld SignaturePolicyld,
SignaturePolicylmplied SignaturePolicylmplied}
SignaturePolicyld ::= SEQUENCE {
sigPolicyld SigPolicyld,
sigPolicyHash SigPolicyHash,
sigPolicyQualifiers SEQUENCE SIZE (1.. MAX) OF SigPolicyQualifierInfo
OPTIONAL}
SignaturePolicylmplied ::= NULL
SignaturePolicylmplied Jy NULL KB ZH T . S 2 K BEE L WA S LM/ MBEE PERINES
.
SigPolicyld Bl & T — 1 BE ol — AR L4 2% SRS 19 X RAR IR HaB IR 51 0
SigPolicyld ;= OBJECT IDENTIFIER

SigPolicyHash FEHE S T HRERAERHNRINMFHANEA RN RNEZHRAR.
12
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A4 g2 FE ASN. 152 SUAY, T JHE 2 0 8 8 0of JH 44 0 v i 2 1 3R 288 B0 K BE AR IR S0 a8
EHEMEE, TE &S R E M7 SignPolicyHshAlg FERHPEHH.

MRELERE AL MEEERE LN, N BREHHRBURERANRERRRENEER
B B — BB 45t BRAT 45 45 5K B B E #F (signature policy qualifier) 478 .

SigPolicyHash ::= OtherHashAlgAndValue

BB AS S A ERBEEANE A EARE. S8 RERE/HIELEFEESY
J 5 SigPolicyQualifierld F B ' 5t R MR AP MR BR G , LIH L ENX AT -

SigPolicyQualifierInfo ;= SEQUENCE {
sigPolicyQualifierld SigPolicyQualifierld,
sigQualifier ANY DEFINED BY sigPolicyQualifierld }

AVRAES L IR RER -

a) spuri: & TR M AL KEH URIE URL;

b) spUserNotice: & —TAAEM, YRIFL LN PGENME B R HRIEEL.

SigPolicyQualifierld ;! =0BJECT IDENTIFIER

id-spg-ets-uri OBJECT IDENTIFIER :! = { iso(1) member-body (2} us(840) rsadsi(113549)

pkes(1) pkes§(9) smime(16) id-spq(5) 1 }

SPuri 1= IASString

id-spg-ets-unotice OBJECT IDENTIFIER :: = { iso (1) member-body (2) us (840) rsadsi

(113549) pkes(l) pkes9(8) smime(16) id-spq(5) 2 }

SPUserNaotice :: = SEQUENCE {
noticeRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL}

NoticeReference :: = SEQUENCE {
organization DisplayText,
noticeNumbers SEQUENCE OF INTEGER }

DisplayText :: = CHOICE {
visibleString VisibleString (SIZE (1., 200)),
bmpString BMPString (SIZE (1..200)),
utf8String UTF8String (SIZE (1..200)) }

6.1.10 RFC2630 S| AMTLEEERY

I B4 4 & # (countersignature attribute) , FHiFEEZME X W RFC2630, BES A BEEEA
B} B R R4 4 B P (Unsigned Attribute)
6.1.11 RFC2634 3| AR AR

RFC2634 HH3| AMTTEBHEEF U FiEHE:

a) &% z5] FJB ¥ (Signed Content Reference Attribute), EEHIN -S4 BEHED T
—A, FUATHEMYEANESZRERERRER AT -T2 B BT A BEAKE
F, EEENMASEEARE. HiIEEREME LR RFC2634,

b)  NZFRILJE ¥ (Content Identifier Attribute) . PZFARRBEEEME - THEENENIFH. K
FFIRTTEUEREMNEA ARG ARER. HRENIFESME LR RFC2634, EEH
LEBEN I HER R,

c) HAESREM (Content Hint Attribute) . WAETFBREATRERSELANSHBRAES. T
U FELZEMNRIFFEHESAAENER. SUELABTLABRARIEFEN, R
HOHFEEESERES . HiBHEHME XN RFC2634,

13
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6.1.12 HismiEEi
Hitvl e RECQFHE LT B
6.1.12.1 FRBFABIRIARE
EREHAT,.EAEFEANBEANARIEERV . EARERKLTELAFEFAE . RELD
7Bt (Commitment Type Indication Attribute) f FARXMELS. REHHEAHELABYE.
AERRN RS LK —T2, RER-ITELHEMMEE.
BEERBAZET —TMTHARAABEES. XTRANBEESPEE T g R R RARRIERE
., HAERAMFAKERAAS AFDREXBHEFERET.
BRI X SR R E LN
id-aa-ets-commitmentType OBJECT IDENTIFIER :: = { isc (1) member-body (Z) us (840)
rsadsi{113549) pkes(1) pkcs-9(9) smime(16) id-aa(2) 16}
FBEMIEREH ASN. 1 B XA -
CommitmentTypelndication ;= SEQUENCE {
commitmentTypeld CommitmentTypeldentifier,
commitmentTypeQualifier SEQUENCE SIZE (1.. MAX) OF CommitmeniTypeQualifier
OPTIONAL}
CommitmentTypeldentifier ;= OBJECT IDENTIFIER
CommitmentTypeQualifier ;= SEQUENCE {
commitmentTypeldentifier CommitmentTypeldentifier,
qualifier ANY DEFINED BY commitmentTypeldentifier }

AR HE 25 B LR R B A AL .

id-cti-ets-proofOfOrigin OBJECT IDENTIFIER :: = { iso(1) member-body (2} us(840) rsadsi
(113549) pkes(1) pkes-9(9) smime(16) cti(6) 1}

id-cti-ets-proof OfReceipt OBJECT IDENTIFIER ::= { is0(1) member-body(2) us(840) rsadsi
(113549) pkes(1) pkes-5(9) smime(16) cti{6) 2}

id-cti-ets-proof OfDelivery OBJECT IDENTIFIER .= { iso(1) member-body(2) us{(840) rsadsi
(113549)> pkes(1) pkes-9(9) smime(16) cti(6) 3}

id-cti-ets-proofOfSender OBJECT IDENTIFIER :: = { iso(1) member-body(2) us{840) rsadsi

(113549) pkes(1) pkes-9(9) smime(16) cti(6) 4}

id-cti-ets-proofOfApproval OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840) rsadsi
(113549) pkes(1l) pkes-9(9) smime(16) cti(6) 5}

id-cti-ets-proofOfCreation OBJECT IDENTIFIER ::= { iso(1l) member-body(2) us(840) rsadsi
(113549) pkes(1) pkcs-9(9) smime(16) cti(6) 6}

XERERAFMT .

1> Proof of origin. ZFHHE L HARIAH AR AFRIFEETEHEE;

2) Proof of receipt: RUBLAFRARYEZILAENHEE

3) Proof of delivery : REIB B AR BN I EMRFEUAEC LM M EE RS TEZET W R

A AT

4) Proof of sender: RUWMBAIFHLEEALRXMHEEF —BUETEKE);

5) Proof of approval: ZHE A E AR ZHENAR;

6) Proof of creation: EHE LA ELETEMAERA—FIAFARAXTEHR).
6.1.12.2 ERHMERM

% & H 0L B B Y (Signer Location) T — MRV ZEFLBEN BRBISAR. XK

14
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RITEE & HREEME RS, A LB B 4 (Public Telegram Service) Hfii . EBHEM I HEES
B,
ZBERI N R IRTF A .
id-aa-ets-signerLocation OBJECT IDENTIFIER ::= { is0(1) member-body(2) us(840) rsadsi
(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 17}
R HEER A ASN. 1 g3k,
SignerLocation ;i = SEQUENCE { — FHHHNEMELHF —THH
countryName [0] DirectoryString OPTIONAL,
localityName [ 1] DirectoryString OPTIONAL,
postalAdddress [ 2] PostalAddress OPTIONAL }
PostalAddress ;= SEQUENCE SIZE(1.. 8) OF DirectoryString
6.1.12.3 ZEHERM
% 4 % @ ¥ (Signer Attributes) i TR RS A LAEE . OF L2 EERMERME L E L
HEE., KRR ARESRME.
BB RAT IR A
id-aa-ets-signerAttr OQBJECT IDENTIFIER . = { iso (1) member-body (2) us(840) rsadsi
(113549) pkes(1) pkes-9(9) smime(16) id-aa{2) 18}
ZEEE RS HE ASN, 1 R A .
SignerAttribute ;= SEQUENCE OF CHOICE {
claimedAttributes [ 0] ClaimedAttributes,
certifiedAttributes [ 1] CertifiedAttributes }
ClaimedAttributes ;= SEQUENCE OF Attribute
W GB/T 16264, 8—2005 5 X,

CertifiedAttributes 1= AttributeCertificate

6.1.12.4 HEER

Py 25 B (] B4 (Content Timestamp) BHEHE L NEEE B — Mo, EREN XS

B, HXWRARHAR.
id-aa-ets contentTimestamp OBJECT IDENTIFIER :: = { is0(1) member-body (2) us{540)
rsadsi(113549) pkes(1) pkes-9(9) smime(18) id-aa(2) 20}

HiEshaE A ASN. 1 #7#X%.

ContentTimestamp:: = TimeStampToken

TimeStampToken X W GB/T 20520—2006, TimeStampToken W] messagelmprint Bt fé {E

R s 2% signedData 8 encapContentInfo Ffi§ eContent FER R FMREE.
6.1.13 MNEEEMXH

X EEEMIRFAFTUT .

a) ML, BHMIESEENEELE A Signerlnfo M. 44 Signerlnfo #f
MAEARREEP R AH B, 84 RIEH X 87 Signerinfo #AMBIE.

B) BAZS. WHBAZSETEMSAE AL OB ER S B (counter-signature unsigned
attribute) LW, ST BHESELERBIREELL RY Signerlnfo H—TREZZRHE
(Countersignature) 1,

6.2 WIFMEER
6.2.1 &35

FERUTTHTEAWBERERR . AEHABNZL2RIERE. HEBRNMATHFEA0MH,
RERITFHECSELEWH R ATHFELTERIEMNAFIESMEHES.

15
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FEABERIEFERG YT RERN. HRRCLE ESCHMER, My R BBRESRIEREZS R
AEHEES AN ERL X ESC., FRERIEREQETZ2RIERBEMERAZE ESC R4
EHAMHERNERFRAE. TENEBRKRIEREC SN RIRKRY R HER, f{EHAE ES-C i
E-pTRRE & REN SN DR SN

AEFRHE TIHERIFHEOEEER. DERIEREBUSELRIFRE IFBAESTE T E
mfTEI R 4 A P BB R e e S A T A N R B PR REBRT U E - M RAREER SR, EE
FE 42 et B Bt et LAdE R BOrE .

AEFTHEHEXWHARERRIESERER,

6.2.2 BETFHZMER

— M TELZATUARFEME EBIAEE S8 TS0 MBI, RUFRXEIR NIRRT
T4 0 BUR T

id-aa-signatureTimeStampToken OBJECT IDENTIFIER ::= { iso(1) member-bady(2)

us(840) rsadsi{113549) pkes(1) pkes-9(9) smime(18) id-aa(2) 14}

% 2 of ) BUR PE(E RS ASNL 1iEIEN .

SignatureTimeStampToken ::= TimeStampToken
TimeStampToken H1 ) messagelmprint 3% & {5 B 5 B F ¥ signedData $E 4704 [8] B A9 Signerlnfo
o B 2 47 SR (E B SR .

6.2.3 ZEL£RBIEHE
6.2.3.1 ELRIFTHENE
SEERIERER SN UES AN EEEE . ZLIER5 A 22/ s .
6.2.3.2 m=LiEHsIAEH
SRS HSIAT CAIEEM 2%, XEiFBHEATRIE ESC, — TR FE&E2 I gUE—-15%
SUERFIHE . LR RIFNTHRR T Z2iESs HEE:
id-aa-ets-certificateRefs OBJECT IDENTIFIER ::= { iso{l) member-body(2>
us{840) rsadsi(113549) pkes(1) pkes-5(9) smime(16) id-aa(2) 21}
SEEEHGI RHBHEEMN ASN. 1 IR,
CompleteCertificateRefs . ;= SEQUENCE OF OtherCertID
H e OtherCertID B 7 3 IssuerSerial,certHash W S5k 5| B 24 R {H VAL,
6.2.3.3 mEWWSIBRK
SELRSSIAESI AT CRL &% OCSP iR iy &4, X 8 CRL 5t OCSP Wi 5 g Fi TR 1IE ES-C hff
FAMELEMCAIER, —THRFELHRTUE - HES . LUTHNRFERFIRIRT R
/AT HEHE:
id-aa-ets-revocationRefs OBJECT IDENTIFIER ::= { isc(1l) metmber-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 22}
SeeWMA T MM ASN. 1 BER.
CompleteRevocationRefs ;.= SEQUENCE OF CrlOcspRef
CrlQOcspRef i = SEQUENCE {
crlids [0] CRLListID OPTIONAL,
ocspids [1] OespListlD OPTIONAL,
otherRev [27] OtherRevRefs OPTIONAL}
CompleteRevocationRefs £ & & 4 1F B i — T CrlOcspRef, CompleteCertificateRefs J& ¥ F &
4~ OtherCertID 4 CrlQOcspRef, X #6 CrlQcspRef i 540328 OtherCertID R F B F—.
CRLListID ;= SEQUENCE {
16
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crls SEQUENCE OF CrlValidatedID}

CrlValidatedID ::= SEQUENCE {

criHash OtherHash,

crlidentifier Crildentifier OPTIONAL}
Crlldentifier ;.= SEQUENCE {

crlissuer Name,

crllssuedTime UTCTime,

criNumber INTEGER OPTIONAL}

OcspList]lD .= SEQUENCE {

ocspResponses SEQUENCE OF OcspResponsesID}

OcspResponsesID . = SEQUENCE {

ocspldentifier Qcespldentifier,
ocspRepHash OtherHash OPTIONAL}

Qcspldentifier ;= SEQUENCE {

ocspResponderID ResponderID,
produced At GeneralizedTime}

A% crlValidatedID Y, ZTEU & & 2 W DER #5584 CRL | crlHash giit & 4. BxdE CRL
T DA HE A £ B R HEMT i 5 crlldentifier —AR#REE H¥L. crlldentifier R4 & & 4% 7 #1 CRL 41 A I (6] 3R
¥l CRL,H & CRL #fi & i 8] 3F B7 & CRL iy “thisUpdate” B 8] . X #R1HAY CRL 21 & CRIL B,
crlListID £ % CRL £85I BT S0 #EETIE,

Ocspldentifier B % & 4 5= #1 OCSP e K 47 %k B 18] e 3512 OCSP ma fy , H o OCSP 0 R 41 & 1 H]
SR % OCSP i B AF i “ produced At” i ] . B TAIREF EER - ARR BB HH A FE OCSP
W K » OcspResponsesID A7 f) i B 288 (4 T R AR .

OtherRevRels ! = SEQUENCE {

otherRevRefType OtherRevRefType,
otherRevRefs ANY DEFINED BY otherRevRefType}
OtherRevRefType 1= OBJECT IDENTIFIER
HAu e 5| s MiEEAERMIEH R,
6.2.4 ¥ REUEHE
6.2.4.1 EBEEH _

EREBESEFRSER AREFI AMNERAE. — TR TFELRTUF - IERERESE
B, LT R RRRFF IR IR T LB ER

id-aa-ets-certValues OBJECT IDENTIFIER ::= { iso{(1) member-body(2)

us(840) rsadsi(113549) pkes{1) pkes-9(9) smime(16) id-aa(2) 23}

IE R ER ASN. LiEEN -

CertificateValues ;= SEQUENCE OF Certificate
6.2.4.2 MiHEEM

HPERES S 25 AR5 A CRL #1 OCSP . — W TFEL H LA -
WHEBELH . DTS RF AR T RSERE:

id-aa-ets-revocationValues OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) rsadsi(113549) pkes{1) pkes-9(9) smime(18) id-aa(2) 24}

B EREEEN ASN. 1 EBER.

RevocationValues I = SEQUENCE {
17
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crlVals [0] SEQUENCE OF CertificateList QOPTIONAL,
ocspVals [1] SEQUENCE OF BasicOCSPResponse OPTIONAL,
otherRevVals [2] OtherRevVals }

OtherRevVals 1= SEQUENCE {
otherRevValType OtherRevValType.,
otherRevVals ANY DEFINED BY OtherRevValType}

OtherRevValType . i = OBJECT IDENTIFIER
Hp CertificateList 7E GB/T 20518—2006 & ¥, BasicOCSPResponse £ W, GB/T 19713—2005
o RE X

6.2.4.3 ES-CHEEREE

ES-CHiaEEttEB FEAMTERIERE G REAVWATHME, — D F8 50 KUK FE 6§ &t
FEVABR A ESCHERBESEA. LT AT RIFIBFFR T ES-C K REJE .

id-aa-ets-escTimeStamp OBJECT IDENTIFIER :.== { iso(1) member-body(2)

us(840) rsadsi(113545) pkes(1) pkes-8(9) smime(16) id-aa(2) 25}

ES-C ri I BY B HEAE R ASN. 11BN

ESCTimeStampToken .= TimeStampToken

TimeStampToken H A9 messagelmprint B HHE RN L BFE ES-C Ry LA FREM RN EREH &
M

a) Signerlnfo Py &8

by At EIEE

o REEHSIHEM:

4 TEMHSIHRE.
6.2.4.4 B EIEIES CRL B#

it (F] Bk UE 45 0 CRL J& ¥ B AH 6 UE 45 F1 OCSP mafi/CRL W — %1 3%, XA Fl R G n 1 0 (8] Bk 47
# CA T4, LUFRT AR RFFR IR T S M B IE 5 1 CRL B -

id-aa-ets-certCRLTimestamp QOBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 26}

o A1 BRIE B 71 CRL JBHEE R ASN. 18R

TimestampedCertsCRLs .= TimeStampToken

TimeStampToken H ¥ messagelmprint 3% KI{E R 5 K BFE ES-C f 69 LUF 50488 3T A9 2 e (E AY 2%
Eﬁ:

a) FEEUEHIIARME;

b) ZEEBHSIHEE.
6.2.5 RBRHBIEHIE

HRE-TMEEKEAMNBETES, THESCEIAENELER TSAIEBRNA MR, 8 FES
e R BB AR, XNTESWHIHE TEA MM RIEL. FEE R T 48 X -1 B, i H]
BUEgd —-EREEENA.

AR EEEERE P BEAEN R TR S N RE. — O H 88 ol LUAA [F i B ) B DL A B
EHRIMREEI MR MBREEXF. LTSI RMARR T RE RS RBEE.

id-aa-ets-archiveTimestamp OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 27}

EEAE BN ASN. 1 iEER .

ArchiveTimeStampToken = TimeStampToken

18
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TimeStampToken H ¥ messagelmprint BH{EMN AH R EBRFEEPHUTEREN SN EEHE
B R EEE

aj
b)
c)
d)
e)
9]
g)
h)

encapContentInfo eContent OQCTET STRING;

signedAttributes;

signature field within SignerInfo;

SignatureTimeStampToken attribute;

CompleteCertificateRefs attribute;

CompleteRevocationData attribute;

CertificateValues attribute (IR AELE, X5 BN KA ESA ),
RevocationValues attribute( i B A ELE,. X MEERN AL STE ESA d);

1) ESCTimeStampToken attribute if present;

iy
k>

TimestampedCertsCRLs attribute if present;

any previcus ArchiveTimeStampToken attributes,

R BRI B FEEZNBEE(EHKENBBROAERNE R (HELNEHAER

By

6.3 EBREMENRK
T 4 R, AR SR

a)
b
o)
d
e)

B4 A TS UF 5 N 7R R A 4 R M T A D M B B RS TAE B S8 4

8505 B8 45 BRONE N 6 X SRR AT IR UL

RL A — % BiE 3 44 2R B 1) SRE e 15 B

xf— BT B , 58 RE B SR B A KL 3 B U T — A R AN D
MTHENF LSRG NSRRI, A T EHGERERN B EESR,. B8 H
R B EE R RBREE SR RiIFE O ERSRYIERME.

A A ULEA E IR R TRORRE M — R R, IR PR AR DA R KAl B R SRR A

%‘d%\u
6.3.1

ASN. 1 HfkEH

AARAEL Y ASN. 1 58458 DER &g#& =K.
% 4 UGS ASN. 1 B BRIT .
SignaturePolicy .. = SEQUENCE {

signPolicyHashAlg AlgorithmlIdentifier,
signPolicyInfo SignPolicyInfo,
signPolicyHash SignPolicyHash OPTIONAL }

SignPolicyHash .= OCTET STRING
SignPolicylnfo 1= SEQUENCE ({

signPolicyldentifier SignPolicyld,

dateOfIssue GeneralizedTime,

policylssuerName PolicylssuerName,

fieldOf Application FieldOfApplication,
signatureValidationPolicy SignatureValidationPolicy,
signPolExtensions SignPolExtensions OPTIONAL?}

SignPolicyld ::= OBJECT IDENTIFIER;
PolicylssuerName F Bt ff# Bj General Name B HF R ARIAERE M A HE ASN. 1 EXWTF .

PolicylssuerName ::= GeneralNames;
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fieldof Application =Bt i it B SR B i 351 A A A G, ASN. 1 E Q0T -
FieldOfApplication .= DirectoryString;
6.3.2 EZRLRIEFEE

T8 . 2 B T F s (Signature Validation Poliecy) ML T T84 & 8- 8 A0 X
THEARIEH SERIERBAE TRIESARBEHER B FEEPNEHFHLEREATTAFIRR

fEE it .
BARIERMBNIFEREHEXT .
SignatureValidationPolicy :!= SEQUENCE {
signingPeriod SigningPeriod,
commonRules CommonRules,
commitmentRules CommitmentRules,
signPolExtensions SignPolExtensions QPTIONAL}

H signingPeriod FB A T4 1 B 2 WIE A ZUN MR B AANH, 7/ 7 BAER —1 ik

TR TSN ZEEARBEBOANL L B ARNE . XFEMIEEGHUT .
SigningPeriod .. = SEQUENCE {
notBefore GeneralizedTime,
notAfter GeneralizedTime OPTIONAL )
6.3.3 HAMN

3 F# N (Common Rules) & 3 Fr & B & 35 2 # (commitment types) ZE A BRI, H ASN. 1

HEREHEXIT .
CommonRules :: = SEQUENCE {
signerAndVeriferRules [ 0] SignerAndVerifierRules OPTIONAL,
signingCertTrustCondition [1] SigningCertTrustCondition OPTIONAL,
timeStampTrustCondition [ 2] TimestampTrustCondition OPTIONAL,
attributeTrustCondition [3] AttributeTrustCondition OPTIONAL,
algorithmConstraintSet [4] AlgorithmConstraintSet OPTIONAL,
signPolExtensions [ 5] SignPolExtensions OPTIONAL}
MEFE A FZEf CommonRules B B, FlAH N B FE W W CommitmentRules g7 H B,
I FE A EEETE CommonRules A H M, MAEE T CommitmentRule PERI 25 H :
a) signerAndVerifierRules;
b) signingCertTrustCondition;
¢} timeStampTrustCondition,

6.3.4 RFEHMW

AWM (Commitment Rules) P40 & T X 45 EAE R B ABUEMN, K ASN. 1 ELAF .

CommitmentRules ;= SEQUENCE OF CommitmentRule

CommitmentRule fJE X IIF .

CommitmentRule :: = SEQUENCE {
selCommitmentTypes SelectedCommitmentTypes,
signerAndVeriferRules {07 SignerAndVerifierRules OPTIONAL,
sighingCertTrustCondition [1] SigningCertTrustCondition OPTIONAL,
timeStampTrustCondition [ 2] TimestampTrustCondition OPTIONAL,
attributeTrustCondition [ 3] AttributeTrustCondition OPTIONAL,
algorithmConstraintSet [ 4] AlgorithmConstraintSet OPTIONAL,

20
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signPolExtensions [5] SignPolExtensions OPTIONAL}

SelectedCommitmentTypes = SEQUENCE OF CHOICE {
empty NULL,
recognizedCommitmentType CommitmentType }

#3# SelectedCommitmentTypes *PEEFER L empty, WEMAUE A FEAHERBE LM HF L
(MIABLAMEIHENEYXHNEERE). BN, B SelectedCommitmentTypes 1% # By & recognized-
CommitmentType, B 5 N 5& F§ F recognizedCommitmentType %4 H A B R FER A, — R R #HEE
BRI B —NRERN ., REXBH ASN. 1 IBEEHELWT -

CommitmentType ;.= SEQUENCE {

identifier CommitmentTypeldentifier,
fieldOf Application [07] FieldOfApplication OPTIONAL,
semantics [ 1] DirectoryString OPTIONAL }

HF fieldOfApplication F Bt 1 semantics FERE X TR AE LM EL L RE N W20 HAH|
e RERBEAE X.

6.3.5 HEZEMBIEHFAA
6.3.5.1 55|

%A E R U H MM (Singer and Verifier Rules) @& T — A& & & #U F1 — - 5 WE AL, H
ASN. 1 IRIEEWE LT

SignerAndVerifierRules ::= SEQUENCE {

signerRules SignerRules,
verifierRules VerifierRules }
6.3.5.2 BEEMM

EZEHMMRATRR:

a) eContent FEREEHZ, URERERTEM CMS S LISMH BRI 2B EMNE B 4%

b) RFLELLRME L HENELN CMS HEL B

o RWIEZEELFREMN CMS KEERARH;

d> 7 SigningCertificate B £+, 2 & E 40 & MIAIE B4 B {5 {145 & (trust point) # FF A iE B

AR IR ;
e) 7E SignedData {J certificates F B, E{FECLSELANIEBERETEM AL EBFEE
WEMFRIES.
w2 E N ASN, 1 i g E LT,
SignerRules .= SEQUENCE {
externalSignedData BOOLEAN OPTIONAL,
— iR g iR CMS SIS, T 5
— I A LB R CMS S p s — 4, 8 E
—WRAEE LFNEFRALE
mandatedSignedAttr CMSAttrs,
mandatedUnsigned Attr CMSAttrs,
mandatedCertificateRef [ 0] CertRefReq DEFAULT signerOnly,
mandatedCertificateInfo [1] CertInfoReq DEFAULT none,
signPolExtensions [2] SignPolExtensions OPTIONAL}
CMSAttrs .= SEQUENCE OF OBJECT IDENTIFIER
H &, mandatedSigned Attr F B TR E QI FTA AR HEH B B9 AR BE BLE MBS 2 R8T

z1
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ZPFHET. mandatedUnsignedAttr FRN M AFEFRA SRR PHENURERBRAENREESR
3 FARHAT .
mandatedCertificateRef i FIRIREAENFT ERRELFANIEFSERTERMIEBHFE LA
BiAIES ., H ASN. 1 EBREHEXIT -
CertRefReq ::= ENUMERATED ({
signerOnly (1), —{XTEEMHLEZEIEH
fullPath (2)} — BREMEBBE LAAIES
mandatedCertificateInfo =Bt T B #£ SignedData 9 certificates FEF , ENFELSTE
ZEMEBARBENANTHEEDGFEHANFTAIEBEEZHFWIES. X ASN. 1 BEHEENEX

MF
CertlnfoReq ;= ENUMERATED {
none (0), —HBAEREER
signerOnly (1), —{{ERE A FHIEE
fullPath (2)} —ERIEHRE LHFRFIER

6.3.5.3 IGUEF#H
Lo E ML A T UL IR A, B 2 P N CMS REZ BH. U RMAEAEFRASRILEIE
EREAAREL B, BIEEMUE ASN. 1 FESHWEXLINT .
VerifierRules :: = SEQUENCE {
mandatedUnsigned Attr MandatedUnsigned Attr,
signPolExtensions SignPolExtensions OPTIONAL}
MandatedUnsignedAttr ;.= CMSAttrs
6.3.6 WEHBRMHENXR
6.3.6.1 iEHBER
certificateTrustTrees # i T ~H H B FZIEH  FESAEHXE A ERIEHENIESBELEN
A . H ASN. 1 iBHREHE X INT
CertificateTrustTrees .= SEQUENCE QF CertificateTrustPoint
CertificateTrustPoint ;.= SEQUENCE {
trustpoint Certificate, —— B AU
pathLenConstraint [0] PathLenConstraint OPTIONAL,
acceptablePolicySet [ 1] AcceptablePolicySet OPTIONAL, —WMREZFEAHATXTH
RS
nameConstraints [ 2] NameConstraints OPTIONAL,
policyConstraints [ 3] PolicyConstraints QPTIONAL }
trustPoint FE PGB EEIE B HELERERSEHSNN CA BB BIEH.
pathLenConstraint FE 4 WS L E AT RMIE BB &S CAIEH MR XEE. HENEN,IE
BREPNNFEEEHE TG EEIES. NERFREOAMNEENRATE. IREAFERY
B, T R 5 B AR B K BE SRR
pathLenConstraint .= INTEGER (0.. MAX)
acceptablePolicySet FEAH THRIBEZESE X ERTANEZMIEERE. H ASN. 1 BESHE
M.
AcceptablePolicySet .. = SEQUENCE OF CertPolicyld
CertPolicyld ::= OBJECT IDENTIFIER
nameConstraints FREN TIEREEFHAIEREREAFNEFER. NEFHERBEAT
22
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subject distinguished name F subject alternative name, XEREIERAE R IFHEFETFRAA T
HBFFH. H ASN. 1 iEGSHEXINT -
NameConstraints ;.= SEQUENCE {
permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees {1] GeneralSubtrees OPTIONAL }
GeneralSubtrees ;= SEQUENCE SIZE (1.. MAX) OF GeneralSubtree
GeneralSubtree ;.= SEQUENCE ({
base GeneralName,
minimum [ 0] BaseDistance DEFAULT 0,
maximum [ 1] BaseDistance OPTIONAL }

BaseDistance .= INTEGER (0,. MAX)

PolicyConstraints B ASN. 1 iIFE &M E X0 T .

PolicyConstraints .= SEQUENCE ({

requireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [1] SkipCerts OPTIONAL }
SkipCerts .. = INTEGER (0.. MAX)

18R inhibitPolicyMapping FBAF¥E , WM FH T % 745 76 3 08 e 5F A B A0 9F 83 4 B 42 o HE 1l
HHBE (EEAGEEERANBEEIER.

I B requireExplicitPolicy F BE fF . FE MW IE B b M & & 7 # 3 0 %% 8 5 7 .
requireExplicitPolicy FEM{E A FRRETE B 2 F A, JE-5 B4 b HARIE B A Bk .
6.3.6.2 HHER

RevocRequirements FF B2 3L T Xf A\ CRL #1/8¢ OCSP 15 B {5 & 245 9 H T3 IEIE B RS W
HEBREDPER., HASN. 1 BELEHEXLINT .

CertRevReq :: = SEQUENCE {

endCertRevReq RevReq,
caCerts [0] RevReq}

IERREERBEUTHE:

endCertRevReq: & HHEH (B2 IEH . B HIEF TSA JE45)

caCerts: CA WFH;

RevReq .= SEQUENCE {

enuRevReq EnuRevReq,

exRevReq SignPolExtensions QPTIONAL}
EnuRevReq :: = ENUMERATED {

clrCheck (0,

ocspCheck (1),

bothCheck (2},

eitherCheck (3),

noCheck (4),

other (5) }

MEREREXTUTHE:

a) clrCheck: W #EMAT CRL & ARL #HiTiE4;

b)  ocspCheck: Wi ] OCSP(W. RFC2450) By & M8 R 75 ;

¢) bothCheck: 7 [d] & fif OCSP 1 CRL # % ;
23
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d) eitherCheck . BE 7] Uit OCSP t. 8] DA fit CRL #:#5;
e) noCheck: AERKTE.
6.3.7 ERUEBEERHE
% &k F 5 4E 44 (SigningCert TrustCondition) M ZF T RiE B ZiE B A BB EEWE ISR
. FH ASN. 1 iE%hEWEXINTF -
SigningCertTrustCondition ::= SEQUENCE ({
signerTrustTrees CertificateTrustTrees,
signerRevReq CertRevReq}
6.3.8 MEREESRGE
B J) B A5 4L 45 F ( TimeStampCondition) # E T A “F A IE B 8] B AL B9 1 S0 B 46 F i 43 B2 19
& U BT B B A 8 F R . B EEAFRRB AT EST E4 W RIER.
TimestampTrustCondition ::= SEQUENCE ({
ttsCertificate TrustTrees [ 0] CertificateTrustTrees OPTIONAL,
ttsRevReq [1] CertRevReq OPTIONAL,
ttsNameConstraints [ 2] NameConstraints OPTIONAL,
cautionPeriod [3] DeltaTime OPTIONAL,
signatureTimestampDelay [4] DeltaTime OPTIONAL }
DeltaTime ;.= SEQUENCE {
deltaSeconds INTEGER,
deitaMinutes INTEGER,
deltaHours INTEGER,
deltaDays INTEGER }
M ttsCertificate TrustTrees A FETE , W] certificateTrustCondition 5 BLAE Y H0 I 3&E B T 1A JiE B JE]
BALAMAHE.
tstrRevReq $0E T %F M CRL F1/8% OCSP wi 5 3 B P B W HBE B RDER. XEHMHERE
ST RIE ES-T oobf ) B e iR .
N8 ttsNameConstraints ¥ 3, M T ttsCertificateTrustTrees PASR S T b (8] Bk UL H 3 & H ik
By 8 S PR T
CautionPeriod F B HLE T — 1% 8 B (W) 2 5 B 7 R R0 Bt , o 51~ 1 [ B PR 4 45 3 O By Lk X 4%
BENPNEEHS THRMNEE, W AR MBI ALN RS RMNEED. ESCELA P HH
HREF S EEEN B RS A RHIREN]TRIER FEARRE.
signatureTimestampDelay FERHME T — TN EI R L4 B QI E EST 5 Y i fa) BE 5 B i (6] 2 .
MR E L MBS %L 0 [ AEE (signing-time  attribute ) o B A & & [/ £ KX F
signatureTimestampDelay, W 2 £ 8 iA N T .
6.3.9 EHEEEEH
R attribute TrustConditions 7 B ¥ AT B, W /2 % (7 B LE SR o~ EE AT A E A R PEAD A DA B
AR . ETFEBH ASN. 1 IBRRETMEXINT .
AttributeTrustCondition 1= SEQUENCE {
attributeMandated BOOLEAN, — B B
howCertAttribute HowCertAttribute,
attrCertificateTrustTrees [ 0] CertificateTrustTrees OPTIONAL,
attrRevReq [1] CertRevReq OPTIONAL,
attributeConstraints [ 2] AttributeConstraints OQPTIONAL }
24
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#NR attributeMandated 29 5 , T T 0 30 26 45 P LA A4 8 £ B 8 1, 10 SR 9 R, T AR 0 B 1Y 3S
ERAMER.
howCertAttribute FEEME T RANENBHEHEZE S/ . CREREIESPAE, . RFHH
6. 1. 12 hyE L A RIEE X,
HowCertAttribute 1= ENUMERATED ({
claimedAttribute (0},
certified Attribtes (1),
either (2) }
attrCertificate Trust Trees FEFE X T X Fif B HEIE B IE BB K4, MR ETFERAFLE, W
HH certificate TrustCondition S #EL Y,
attrRevReq B A CRL #i/3f OCSP MM iH B TS DM HMEF RN EPER, XBERH THK
BRI EREORES.
#R attributeConstraints FERARIFIE, MEZRKE T BIEREEMBH . BFE ASN. 1 EX
mE .
AttributeConstraints :: = SEQUENCE {
attributeTypeConstarints [ 0] AttributeTypeConstraints OPTIONAL,
attributeValueConstarints [ 1] AttributeValueConstraints OPTIONAL }
MEZFEFE. RTERAE T ERER T SENRENAR.
AttributeTypeConstraints ;= SEQUENCE OF AttributeType
I E attributeValueConstraints FEBFE, WiHFESH THEEFER T SEMBHE.
AttributeValueConstraints .= SEQUENCE OF AttributeTypeAndValue
6.3.10 EHZERH#
& AlgorithmConstraints FRFA, MEFREETUATREMARNEAREULEEPKE,
TR B B 0 2 B R B T R
AlgorithmConstraintSet .= SEQUENCE {
signerAlgorithmConstraints [0] AlgorithmConstraints OPTIONAL,
eeCertAlgorithmConstraints [ 1] AlgorithmConstraints OPTIONAL,
caCertAlgorithmConstraints [2] AlgorithmConstraints OPTIONAL,
aaCertAlgorithmConstraints [ 3] AlgorithmConstraints OPTIONAL,
tsaCertAlgorithmConstraints [ 4] AlgorithmConstraints OPTIONAL}
AlgorithmConstraints [ ! = SEQUENCE OF AlgAndLength
AlgAndLength [ := SEQUENCE /{
alglD OBJECT IDENTIFIER,
minKeyLength INTEGER OPTIONAL,
other SignPolExtensions OPTIONAL}
6.3.11 HZEXMEFE
T B A P AR T LA R S B2 2 SRR W
a) B EAREEEE;
b) AWK RE G
o EHHN
&) REHA;
e) ZBLEERN;
D BUEFAI;
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g MHER;
h) BB R,
BT RAEA ASN. 1 FkE X, 30 60 AR R H ASN 1 IHREEHEXWT -
SignPolExtensions :: = SEQUENCE OF SignPolExtn
SignPolExtn ::= SEQUENCE {
extnID OBJECT IDENTIFIER,
extnValue QCTET STRING }
extnlD FEN B ZY BAMNSFHNE. ExtnValue FERME S ZY B DER 58, MR
BB SCRE A3 FLTR B S5 DL B X N B9 18 S
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W & A
(S BR R)
BHFEEHBAMNBEIFERIEE—(ASN. DEFR

2 i 45 A4S GB/T16262. 12006 FE AR T4 Z#H M ASN. 1 FR.

ETS-ElectronicSignatureFormats-97Syntax { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-mod(0) 6}

DEFINITIONS EXPLICIT TAGS .. =

BEGIN

-- EXPORTS All -

IMPORTS

-- Crypographic Message Syntax (CM3): RFC 2630
ContentInfo, ContentType, id-data, id-signedData, SignedData,
EncapsulatedContentInfo, Signerlrfo,
id-contentType, id-messageDigest, MessageDigest, id-signingTime, SigningTime,
id-countersignature, Countersignature
FROM CryptographicMessageSyntax
{isa(1) member-body(2)us(840) rsadsi{113549) pkes(1) pkes-3(9) smime(16) modules(0)ems(i)}

-- ESS Defined attributes: RFC 2634 (Enhanced Security Services for S/MIME)
id-aa-signingCertificate, SigningCertificate, IssuerSerial,
id-aa-contentReference, ContentReference, id-aa-contentldentifier, Contentldentifier
FROM ExtendedSecurityServices
{ iso(1) member-body(2) us(840) rsadsi(113549)
pkes(1) pkes-9(9) smime(16) modules(0) ess(2) }

-- Internet X, 509 Public Key Infrastructure - Certificate and CRL Profile. RFC 2459
Certificate, AlgorithmlIdentifier, Certificatelist, Name, GeneralNames, GeneralName,
DirectoryString, Attribute, AttributeTypeAndValue, AttributeType, AttributeValue,
PolicyIlnformation

FROM PKIX1Explicit93
{iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) id-mod(0) id-pkixl-explicit-88(1)}

-- X. 509 '87 Authentication Framework
AttributeCertificate
FROM AuthenticationFramework
{joint-iso-ccitt ds(5) module(1) authenticationFramework(7) 3}

-- OCSP 2560
27
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BasicOCSPResponse, ResponderID
FROM OCSP
-- { OID not assigned }

-~ Time Stamp Protocel Internet Draflt
TimeStampToken

FROM TSP
-- { OID not assigned }

H

-- S/MIME Object Identifier arcs used in the present document

-- 8/MIME OID arc used in the present document
-~ id-smime OBJECT IDENTIFIER ::= { iso(1) member-body{(2)
-- us(840) rsadsi(113549) pkes(1) pkes-9(9) 16 }

-- §/MIME Arcs

-- id-mod OBJECT IDENTIFIER ::= { id-smime 0 }
-- modules

-- id-ct OBJECT IDENTIFIER ::= { id-smime 1 }
-- content types

-- id-aa OBJECT IDENTIFIER ::= { id-smime 2 }
-- attributes

-- id-spq OBJECT IDENTIFIER :;= { id-smime 5 }
-- signature policy qualifier

-- id-cti OBJECT IDENTIFIER ::= { id-smime 6 }

-- commitment type identifier

-- Definitions of Object Identifier ares used in the present document

-- The allocation of OIDs to specific objects are given below with the associated
-- ASN. 1 syntax definition
-- OID used referencing electronic signature mechanisms based on the present document
-- for use with the IDUP API (see annex D)
id-etsi-es-IDUP-Mechanism-vl ORJECT IDENTIFIER {=
{ itu-t(0) identified-organization{4) etsi(0)
electronic-signature-standard (1733) partl (1) idupMechanism (4) etsiESv1(1} }

-- CMS Attributes Defined in the present document

-- Mandatory Electronic Signature Attributes
-- OtherSigningCertificate
28
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id-aa-ets-otherSigCert OBJECT IDENTIFIER .= { iso(1)
member-body(2) us(840) rsadsi(113549) pkes(1) pkes9(9)
smime(16) id-aa(2) 19 }

OtherSigningCertificate ;. = SEQUENCE {
certs SEQUENCE OF OtherCertID,
policies SEQUENCE OF PolicyInformation OPTIONAL
-- NOT USED IN THE PRESENT DOCUMENT
1
OtherCertlD :: = SEQUENCE {
otherCertHash OtherHash,
issuerSerial IssuerSerial OPTIONAL }
OtherHash ::= CHOQICE {
shalHash OtherHashValue, -- This contains a SHA-I hash
otherHash OtherHashAlgAndValue} ‘
OtherHashValue 1!= OCTET STRING
OtherHashAlgAndValue 1. = SEQUENCE {
hashAlgorithm Algorithmldentifier,
hashValue OtherHashValue }

-- Signature Policy Identifier

id-aa-ets-sigPolicyld OBJECT IDENTIFIER ::= { iso(1>
member-body(2) us(840) rsadsi(113549) pkes(1) pkes9(9)
smime(16) id-aa(2) 15 }

"SignaturePolicy CHOICE {
SignaturePolicyld SignaturePolicyld,
SignaturePolicyImplied SignaturePolicyImplied
1

SignaturePolicyld .= SEQUENCE {
sigPolicyld SigPolicyld,
sigPolicyHash SigPolicyHash,
sigPolicyQualifiers SEQUENCE SIZE (1.. MAX) OF SigPolicyQualifierInfo OPTIONAL
'

SignaturePolicyImplied ;.= NULL

SigPolicyld ::= OBJECT IDENTIFIER

SigPolicyHash .= OtherHashAlgAndValue

SigPolicyQualifierIlnfo :: = SEQUENCE ({
sigPolicyQualifierId SIG-POLICY-QUALIFIER. &.id
({SupportedSigPolicyQualifiers}),
qualifier SIG-POLICY-QUALIFIER. & Qualifier

({SupportedSigPolicyQualifiers}
{@sigPolicyQualifierld} ) OPTIONAL }

SupportedSigPolicyQualifiers SIG-POLICY-QUALIFIER ::= { noticeToUser | pointerToSigPolSpec }
29
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30

SIG-POLICY-QUALIFIER ::= CLASS {
&.id OBJECT IDENTIFIER UNIQUE,
& Qualifier OPTIONAL }
WITH SYNTAX {
SIG-POLICY-QUALIFIER-ID &.id
[SIG-QUALIFIER-TYPE &Qualifier] }
noticeToUser SIG-POLICY-QUALIFIER = {
SIG-POLICY-QUALIFIER-ID id-sqt-unotice SIGGQUALIFIER-TYPE SPUserNotice }
pointerToSigPolSpec SIG-POLICY-QUALIFIER ::= {
SIG-POLICY-QUALIFIER-ID id-sqt-uri SIG-QUALIFIER-TYPE SPuri }
id-spg-ets-uri OBJECT IDENTIFIER ::= { iso(l)
member-body(2) us(840) rsadsi(113549) pkcs(1) pkes9(9)
smime(16) id-spq(5) 1 }
SPuri :: = IAbBString
id-spg-ets-unotice OBJECT IDENTIFIER ::= { iso(1)
member-body(2) us{840) rsadsi(113549) pkes(1) pkes9(9)
smime(16) id-spq(5) 2 }
SPUserNotice .= SEQUENCE {
noticeRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL}
NoticeReference ;.= SEQUENCE {
organization DisplayText,
noticeNumbers SEQUENCE OF INTEGER }
DisplayText 1= CHOICE {
visibleString VisibleString (SIZE (1..200)),
bmpString BMPString (SIZE (1..200)),
utf8String UTF&String (SIZE (1..200)) }

-- Optional Electronic Signature Attributes

-- Commitment Type

id-aa-ets-commitmentType OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 16}
CommitmentTypelndication ;.= SEQUENCE {

commitmentTypeld CommitmentTypeldentifier,
commitmentTypeQualifier SEQUENCE SIZE (1.. MAX) OF CommitmentTypeQualifier

OPTIONAL}
CommitmentTypeldentifier I = OBJECT IDENTIFIER
CommitmentTypeQualifier I = SEQUENCE {

commitmentQualifierld COMMITMENT-QUALIFIER. &.id,

qualifier COMMITMENT-QUALIFIER, & Qualifier OPTIONAL }
COMMITMENT-QUALIFIER ::= CLASS {

&id OBJECT IDENTIFIER UNIQUE,

& Qualifier OPTIONAL }
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WITH SYNTAX {
COMMITMENT-QUALIFIER-ID &.id
[COMMITMENT-TYPE & Qualifier] }
id-cti-ets-proofOfOrigin OBJECT IDENTIFIER .= { iso{1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) cti(6) 1)
id-cti-ets-proofQfReceipt QBJECT IDENTIFIER = { iso{}l) member-body(2)
us(840) rsadsi{113549) pkes(1) pkes-9(9) smime(16) cti(6) 2}
id-cti-ets-proofOfDelivery OBJECT IDENTIFIER .= { iso{1) member-body(2)
us(840) rsadsi(113549) pkes(l) pkes-2(8) smime(16) cti(6) 3}
id-cti-ets-proofOfSender OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi{113549) pkes(1) pkes-9(9) smime(16) cti(6) 4}
id-cti-ets-proofQf Approval OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi{113549) pkes(1) pkes-3(9) smime(16) cti(6) 5}
id-cti-ets-proofQfCreation OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes{l) pkcs-2(8) smime(16) cti(6) 6}

-- Signer Location
id-aa-ets-signerLocation OBJECT IDENTIFIER .= { iso(1) member-body(2)
us(840) rsadsi{113549) pkes(l) pkes-9(9) smime(16) id-aa(2) 17}
SignerLocation ;.= SEQUENCE { -- at least one of the following shall be present
countryName [0] DirectoryString OPTIONAL,
~- As used to name a Country in X. 500
localityName [ 1] DirectoryString OPTIONAL,
-- As used to name a locality in X, 500
postalAdddress [2] PostalAddress OPTIONAL }
PostalAddress 1= SEQUENCE SIZE(1..6) OF DirectoryString

-~ Signer Attributes
id-aa-ets-signerAttr OBJECT IDENTIFIER .:= { iso(1) member-body(2)
1us(840) rsadsi(113549) pkes(1l) pkes-3(9) smime(16) id-aa(2) 18}
SignerAttribute 1. = SEQUENCE OF CHOICE {
claimedAttributes [0] ClaimedAttributes,
certified Attributes [17] Certified Attributes }
ClaimedAttributes ;.= SEQUENCE OF Attribute
Certified Attributes .= AttributeCertificate -- As defined in X, 509 : see section 10. 3

-- Content Timestamp
id-aa-ets-contentTimestamp OBJECT IDENTIFIER ::= { iso{1) member-body(2)
us(840) rsadsi{113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 20}

ContentTimestamp::= TimeStampToken

-- Validation Data

-- Signature Timestamp
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id-aa-signatureTimeStampToken OBJECT IDENTIFIER ::= { iso(1l) member-body(2)
us{840) rsadsi(113549) pkes(1) pkes-9(9) smime(l6) id-aa(2) 14}
SignatureTimeStampToken ::= TimeStampToken

-- Complete Certificate Refs.

id-aa-ets-certificateRefs OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 21}

CompleteCertificateRefs ! = SEQUENCE OF OtherCertID

-- Complete Revocation Refs
id-aa-ets-revocationRefs OBJECT IDENTIFIER ::= { iso{1) member-body(2)
us{840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 22}
CompleteRevocationRefs 11 = SEQUENCE OF CrlOcspRef
CrlOcspRef .= SEQUENCE ({
erlids [0 CRLListID OPTIONAL,
ocspids [1] OecspListID OPTIONAL,
otherRev [ 2] OtherRevRefs QPTIONAL
}
CRLListID i = SEQUENCE {
crls SEQUENCE OF CrlValidatedID}
CrlValidatedID ::= SEQUENCE {
crlHash OtherHash,
crlldentifier Crildentifier OPTIONAL}
Crlldentifier 1= SEQUENCE {
crlissuer Name,
crllssuedTime UTCTime,
crlNumber INTEGER OPTIONAL
}
OcsplListID 1= SEQUENCE {
ocspResponses SEQUENCE OF OcspResponsesID}
OcspResponsesID ;! = SEQUENCE {
ocspldentifier Qcspldentifier,
ocspRepHash OtherHash OPTIONAL
}
Ocspldentifier ;.= SEQUENCE {
ocspResponderiD ResponderID, -- As in OCSP response data
producedAt GeneralizedTime -- As in OCSP response data
}
OtherRevRefs 11 = SEQUENCE {
otherRevRefType OTHER-REVOCATION-REF., &id,
otherRevRefs SEQUENCE OF OTHER-REVOCATION-REF. &-Type
}
OTHER-REVOCATION-REF ::= CLASS {
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& Type,

&.id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

WITH SYNTAX &Type ID &id }

-- Certificate Values

id-aa-ets-certValues OBJECT IDENTIFIER [:= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1l) pkes-9(9) smime(16) id-aa(2) 23}

CertificateValues .. = SEQUENCE OF Certificate

-~ Certificate Revocation Values

id-aa-ets-revocationValues OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us{840) rsadsi(113549) pkes(1l) pkes-9(8) smime(16) id-aa(2) 24}
RevocationValues .= SEQUENCE {

crlVals [0] SEQUENCE OF CertificateList OPTIONAL,
ocspVals [1] SEQUENCE OF BasicOCSPResponse OPTIONAL,
otherRevVals [2] OtherRevVals }
OtherRevVals I: = SEQUENCE (
otherRevValType OTHER-REVOCATION-VAL. &.id,
otherRevVals SEQUENCE OF OTHER-REVOCATION-REF, & Type
}
OTHER-REVOCATION-VAL ::= CLASS {
& Type,
2.id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
WITH SYNTAX & Type ID &.id }

-- ES-C Timestamp

id-aa-ets-escTimeStamp OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us{840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 25}
ESCTimeStampToken ::= TimeStampToken

-- Time-Stamped Certificates and CRLs

id-aa-ets-certCRLTimestamp OBJECT IDENTIFIER .= { iso(1) member-body(2)
us{840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 26}
TimestampedCertsCRLs .= TimeStampToken

-- Archive Timestamp

id-aa-ets-archiveTimestamp OBJECT IDENTIFIER I:= { iso(1) member-body(2)
us{(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa{2) 27}
ArchiveTimeStampToken = TimeStampToken

END -- ETS-ElectronicSignatureFormats-97Syntax
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Mt & B
(IEHEHR)
EREMNBMSIEEIDE—(ASN, DERER

AW RS HAFE GB/T 16262, 12006 HlE E L EBE A ASN. 1 #R.,
ETS-ElectronicSignaturePolicies-97Syntax { isc(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-mod(0) 8}

DEFINITIONS EXPLICIT TAGS =
BEGIN
-- EXPORTS All -

IMPORTS

-- Internet X, 509 Public Key Infrastructure - Certificate and CRL Profile: RFC 2459
Certificate, Algorithmldentifier, CertificateList, Name, GeneralNames, GeneralName,
DirectoryString, Attribute, AttributeTypeAndValue, AttributeType, AttributeValue,

PolicyInformation

FROM PKIX1Explicit93
{is0(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) id-mod(0} id-pkixl-explicit-88(1)}

-- §/MIME Object Identifier arcs used in the present document
-- §/MIME OID arc used in the present document

-- id-smime QOBJECT IDENTIFIER ::= { iso(1) member-body(2)
-- us{840) rsadsi(113549) pkes(1) pkes-9(9) 16 }

-- 5/MIME Arcs

-- id-mod OBJECT IDENTIFIER ::= { id-smime 0 }

-- modules

--id-ect OBJECT IDENTIFIER ::= { id-smime 1 }

-- content types

-- id-aa OBJECT IDENTIFIER ::= { id-smime 2 }

-- attributes

--id-spgq OBJECT IDENTIFIER ::= { id-smime 5 }

-- signature policy qualifier

--id-cti OBJECT IDENTIFIER ::= { id-smime 6 }

-~ commitment type identifier

-- Signature Policy Specification



SignaturePolicy .= SEQUENCE ({
signPolicyHashAlg Algorithmldentifier,
signPolicyInfc SignPolicyInfo,
signPolicyHash SignPolicyHash OPTIONAL }
SignPolicyHash :: = OCTET STRING
SignPolicyInfo 1= SEQUENCE {
signPolicyldentifier SignPolicyld,
dateQfIssue GeneralizedTime,
policylssuerName PolicylssuerName,
fieldOf Application FieldOfApplication,
signatureValidationPolicy SignatureValidationPolicy,
signPolExtensions SignPolExtensions OPTIONAL
}
SignPolicyld ;.= OBJECT IDENTIFIER
PolicylssuerName -: = GeneralNames
FieldOfApplicaticn 1! = DirectoryString
SignatureValidationPolicy :: = SEQUENCE {
signingPeriod SigningPeriod,
commonRules CommonRules,
commitmentRules CommitmentRules,
signPolExtensions SignPolExtensions OPTIONAL
1
SigningPeriod :: = SEQUENCE ({
notBefore GeneralizedTime,
notAfter GeneralizedTime OPTIONAL }
CommonRules ;= SEQUENCE /{
signerAndVeriferRules [0] SignerAndVerifierRules OPTIONAL,
signingCertTrustCondition [1] SigningCertTrustCondition OPTIONAL,
timeStampTrustCondition [ 2] TimestampTrustCondition OPTIONAL,
attribute TrustCondition [3] AttributeTrustCondition OPTIONAL,
algorithmConstraintSet [4] AlgorithmConstraintSet OPTIONAL,
signPolExtensions [5] SignPolExtensions OPTIONAL
}
CommitmentRules ! i = SEQUENCE OF CommitmentRule
CommitmentRule .= SEQUENCE {
selCommitmentTypes SelectedCommitmentTypes,
signerAndVeriferRules [0] SignerAndVerifierRules OPTIONAL,
signingCertTrustCondition [1] SigningCertTrustCondition OPTIONAL,
timeStamp TrustCondition [ 2] TimestampTrustCondition OPTIONAL,
attribute TrustCondition [ 3] AttributeTrustCondition OPTIONAL,
algorithmConstraintSet [4] AlgorithmConstraintSet OPTIONAL,
signPolExtensions [5] SignPolExtensions OPTIONAL

GB/T 25064—2010
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}
SelectedCommitmentTypes | .= SEQUENCE OF CHOQICE ¢{
empty NULL,
recognizedCommitmentType CommitmentType }
CommitmentType .= SEQUENCE {
identifier CommitmentTypeldentifier,
tieldOfApplication [0] FieldOfApplication OPTIONAL,
semantics [ 1] DirectoryString OPTIONAL }
SignerAndVerifierRules .. = SEQUENCE {
signerRules SignerRules,
verifierRules VerifierRules }
SignerRules .= SEQUENCE {
externalSignedData BOOLEAN OPTIONAL,
-— True if signed data is external to CMS structure
-- False if signed data part of CMS structure
-- not present if either allowed
mandatedSigned Attr CMSAttrs, -- Mandated CMS signed attributes
mandatedUnsignedAttr CMSAttrs, -- Mandated CMS unsigned attributed
mandatedCertificateRef [0] CertRefReq DEFAULT signerOnly,
-- Mandated Certificate Reference
mandatedCertificateInfo [1] CertInfoReq DEFAULT none,
-- Mandated Certificate Info
signPolExtensions [ 27 SignPolExtensions OPTIONAL
H
CMSAttrs I = SEQUENCE OF OBJECT IDENTIFIER
CertRefReq ::= ENUMERATED {
signerOnly (1), -- Only reference to signer cert mandated
fullPath (2)
-- References for full cert path up to a trust point required
}
CertlnfioReq ::= ENUMERATED ({
none (0), -~ No mandatory requitements
signerOnly (1), -- Only reference to signer cert mandated
fullPath (2)
-- References for full cert path up to a trust point mandated
}
VerifierRules 1= SEQUENCE {
mandatedUnsignedAttr MandatedUnsigned Attr,
signPolExtensions SignPolExtensions OPTIONAL
}
MandatedUnsignedAttr 1= CMSAttrs -- Mandated CMS unsigned attributed
CertificateTrustTrees 1= SEQUENCE OF Certificate TrustPoint
CertificateTrustPoint .: = SEQUENCE {
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trustpoint Certificate, -- self-signed certificate
pathLenConstraint [ 0] PathLenConstraint OPTIONAL,
acceptablePolicySet [1] AcceptablePolicySet OPTIONAL, -- If not present "any policy”
nameConstraints [ 2] NameConstraints OPTIONAL,
policyConstraints [ 3] PolicyConstraints OPTIONAL }
PathLenConstraint ;.= INTEGER (0.. MAX)
AcceptablePolicySet .= SEQUENCE OF CertPolicyld
CertPolicyld :: = OBJECT IDENTIFIER
NameConstraints 1. = SEQUENCE ({
permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL }
GeneralSubtrees ::= SEQUENCE SIZE (1.. MAX) OF GeneralSubtree
GeneralSubtree . = SEQUENCE {
base GeneralName,
minimum [ 0] BaseDistance DEFAULT 0,
maximum [ 1] BaseDistance OQPTIONAL }
BaseDistance ::= INTEGER (0.. MAX)
PolicyConstraints .= SEQUENCE {
requireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [1] SkipCerts GPTIONAL }
SkipCerts ;= INTEGER (0.. MAX)
CertRevReq 1= SEQUENCE {
endCertRevReq RevReq,
caCerts [0] RevReqg
t
RevReq I = SEQUENCE {
enuRevReq EnuRevReq,
exRevReq SignPolExtensions OPTIONAL}
EnuRevReq :: = ENUMERATED {
clrCheck (0), -- Checks shall be made against current CRLs
-- (or authority revocation lists)
ocspCheck (1), -- The revocation status shall be checked
-- using the Online Certificate Status Protocol (RFC 2450)
bothCheck (2), -- Both CRL and OCSP checks shall be carried out
eitherCheck (3), -- At least one of CRL or OCSP checks shall be carried out
noCheck (4), -- no check is mandated
other (5) -- Other mechanism as defined by signature policy extension
3
SigningCertTrustCondition ;= SEQUENCE {
signerTrustTrees CertificateTrustTrees,
signerRevReq CertRevReq
1

TimestampTrustCondition .= SEQUENCE {
37
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ttsCertificate TrustTrees [ 0] CertificateTrustTrees OPTIONAL,
ttsRevReq [ 1] CertRevReq OPTIONAL,
ttsNameConstraints | 2] NameConstraints OPTIONAL,
cautionPeriod [ 3] DeltaTime OPTIONAL,
signatureTimestampDelay [4] DeltaTime OPTIONAL }
DeltaTime ::= SEQUENCE {
deltaSeconds INTEGER,
deltaMinutes INTEGER,
deltaHours INTEGER,
deltaDays INTEGER }
AttributeTrustCondition ;= SEQUENCE {
attributeMandated BOOLEAN, -- Attribute shall be present
howCertAttribute HowCertAttribute,
attrCertificate TrustTrees [0] CertificateTrustTrees OPTIONAL,
attrRevReq [17] CertRevReq OPTIONAL.,
attributeConstraints [ 2] AttributeConstraints OPTIONAL }
HowCertAttribute ::= ENUMERATED {
claimedAttribute (0),
certified Attribtes (1),
either (2) }
AttributeConstraints 1 : = SEQUENCE {
attributeTypeConstarints [ 0] AttributeTypeConstraints OPTIONAL,
attributeValueConstarints [1] AttributeValueConstraints OPTIONAL }
AttributeTypeConstraints [ .= SEQUENCE OF AttributeType
AttributeValueConstraints :: = SEQUENCE OF AttributeTypeAndValue
AlgorithmConstraintSet .= SEQUENCE { -- Algorithm constrains on:
signerAlgorithmConstraints [ 01 AlgorithmConstraints OPTIONAL, -- signer
eeCertAlgorithmConstraints [17] AlgorithmConstraints OPTIONAL, -- issuer of end entity certs.
caCertAlgorithmConstraints [ 2] AlgorithmConstraints OPTIONAL, -- issuer of CA certificates
aaCertAlgorithmConstraints [ 3] AlgorithmConstraints OPTIONAL, -- Attribute Authority
tsaCertAlgorithmConstraints [ 4] AlgorithmConstraints OPTIONAL -- TimeStamping Authority
}
AlgorithmConstraints ;= SEQUENCE OF AlgAndLength
AlgAndLength ! = SEQUENCE {
algID OBJECT IDENTIFIER,
minKeyLength INTEGER OPTIONAL, -- Minimum key length in bits
other SignPolExtensions OPTIONAL
}
SignPolExtensions ;.= SEQUENCE OF SignPolExtn
SignPolExtn .. = SEQUENCE {
extnID OBJECT IDENTIFIER,
extnValue OCTET STRING }

END -- ETS- ElectronicSignaturePolicies-97Syntax
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